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Content Distribution Networks (CDNs) such as Digital Island’s Footprint  and Akamai’s FreeFlow hold out the promise of simultaneously improving page download times for users and  reducing infrastructure requirements for origin site.  How significantly do such systems impact site performance across a variety of situations, and how easy are they to use ?  





That CDNs can have a significant impact on site performance is widely accepted.  However, the perception of the extent, ease and scope of the realizable improvements varies widely, in large part because of the marketing hyperbole that has been used by some of the CD vendors.





This report quantitatively addresses these issues addressing both the theoretical benefits and practical impediments in the effective utilization of CDNs.  The use of such networks has grown rapidly over the past two years, and given their potential, they can be expected to become more prevalent in both breath and depth in the coming years.  Site operators need to thoroughly understand how to effectively utilize CDNs since proper usage can have dramatic impact on user experience and on the internal site infrastructure requirements.
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Summary


Based on the observations made and discussed in detail later in this report, it is apparent that the proper use of Content Distribution Networks (CDNs), can have a very significant improvement in the download performance of many Internet Sites.  However, it is also apparent that a substantial number of sites using CDNs are not doing so properly, and also that CDNs cannot compensate for poorly designed or implemented origin sites – in fact, the misuse of CD combined with poorly maintained sites can in fact lead to a deterioration in performance.





It is also apparent in the data that there is little if any improvement to visitors on dial-up access from the use of CDNs.  Site operators should be aware of this, and if they have significant dial-up traffic, ensure that they do not in-advertently degrade dial-up performance.  This can come about when the use of CDNs results in download time improvements as measured on high speed access lines, leading to ‘bulking up’ pages to give a better user experience still within acceptable time parameters.  Unfortunately, dial-up visitors see only the additional download time associated with the extra content and none of the benefits associated with CD.  The preponderance of high-speed measurements on download time effectively turns a blind spot on dial-up access.  Similarly, undue focus on the front-page performance may explain the observations that other site pages achieve much less improvement from the use of CDNs, sometimes in fact suffering performance degradations. 





Several of the sites evaluated performed exceptionally well, with or without the use of CD.  Other sites achieve very good performance with the use of CD – markedly better than they do without.  This does make clear that that highly reliable, high speed performance can be achieved without the use of CDNs – although at significant additional infrastructure costs.  Adding CDNs on to a badly implemented site will not result in significant improvement.  CDNs should be considered as a central element of site design – varying the overall architecture to achieve the desired performance goals at an optimal cost.





While CDNs are capable of distributing almost any kind of content, based on the sites examined for this report, with the exception of one style sheet (.css file) only images were distributed via the CDNs.  Again it appears that the CDN is used as an add-on rather than a central element of site design.  By considering CDNs as a basic site element, much more extensive use could be made of their capabilities.


 


Introduction


The purpose of this study was to determine the effect Content Distribution Networks (CDNs) have on Internet site performance from the end user’s perspective.  In a quantitative evaluation� of the performance of a large number of Internet sites in the Fall of 2000 it was noted that there had been a very significant improvement in performance relative to the same time period one year earlier.  It was hypothesized that this improvement could in part be attributed to the usage of CDNs – thereby providing the motivation for this study.





Before discussing the methodology used and the results, let us first make clear how CDNs operate and attempt to improve end user experience. When using a CDN, a web site codes its content in such a way that some elements of the content, frequently graphic elements, are served through the CDN, i.e. their URLs are references to the CDN as opposed to the site itself (the ‘origin’ site).  When a visitor’s browser encounters these elements, it first identifies a server within the CDN network from which to make its requests.  The DNS� resolution process supported by these networks attempts to identify a server in the network that is close to the visitor’s browser in the network sense;  i.e. a server that can provide low latency, high throughput connections to the visitor’s browser.  This process may also consider how busy the various ‘close by’ servers are so as to pick an optimal server.





The CDN servers cache information from origin servers.  Requests from visitor browsers which are already in the cache are served directly, whereas content not in the cache is first retrieved from the origin server and then transmitted to the requesting browser.  By serving browser request quickly and efficiently, the CDN can improve the overall experience of the user.





Content Distribution Networks can be seen to server two distinct purposes.  Firstly, they can reduce the download time experienced by end users of an Internet site by serving some of the content from servers optimally located with respect to that user.  Secondly, they can offload from the origin servers the need to serve certain content in volume, thereby reducing the infrastructure required to handle a given traffic load or providing additional capacity to handle load peaks.  While the importance of the latter should not be underestimated, the speed increase is easier to quantify and measure and has been the major marketing focus to date.





Methodology


In order to measure the effects of using CDNs, twenty eight sites, all of which use� CDNs were monitored over the course of one week.  Once per hour, the front page from each site was ‘pulled’ twice – once loading everything as specified in the page URL, and once re-writing the URLs in the code so as to load elements directly from the origin server even if they have been coded for distribution through a CDN.  In all cases, the traffic generation process mimicked the behavior of a typical browser.





For each measurement, both with and without re-writing URLs, the total download time, along with the specifics of all element downloaded and all servers encountered was recorded.





�EMBED Excel.Chart.8 \s���Figure 1: Effect of CD on Download Time – T1 connection.





Figure 1 shows the average page download both with and without CD for all sites investigated.  The data in Figure 1 is organized based on the relative improvement in download time achieved when using Content Distribution.  Those sites receiving most benefit from Content Distribution are on the right while those receiving least benefit are on the left.  The same order will be used in later charts even if the relative improvements vary.  





As can be seen in Figure 1, in all but one of the sites monitored, the use of CD improved site performance, at times dramatically.  On average use of CD resulted in a 36% decrease in page download time.  In the one case where there was no improvement (the site shown on the extreme left in Figure 1), the site itself had an average download time significantly less than one second, the need to do an extra DNS resolution in the CD case offset any benefit gained.





On the other end of the spectrum the site with the most noticeable improvement went from an average download time of nine seconds, to less than three seconds – an improvement of 70% .  Across the other sites, there are sites where CD makes dramatic improvements and other sites similar in terms of download time (without using CD) where the improvements while noticeable are nowhere near as significant. 





Why do specific sites benefit (or not) from CD?


Examining those sites that benefited significantly from content distribution and those which do not is instructive. Based on the ordering explained above, sites numbered 1-9 received relatively little apparent benefit , whereas sites numbered 20-28 received very significant benefits.  Factors which appear to play a significant role in the extent to which CD can improve a site are:


How the site is coded for CD


Whether pages are dynamic


Overall page size & complexity


Quality of the origin site’s infrastructure and connectivity





How do you CD-ize the site


While most of the sites examined required only one additional DNS resolution in order to load a CD page, two sites required numerous additional resolutions (4-5 additional).  This appears to be an artifact of how the site content was prepared for CD as opposed to any requirement of the CD systems themselves.  However, these additional DNS lookups do significantly impact the download time for the CD pages hence reducing the benefits which could have been obtained.  These two sites are well over on the left side of Figure 1.





As was discovered when pages in addition to the front page were examined, and will be discussed in more detail later, misuse or badly managed use of CDNs is relatively common.





Dynamic Pages


All the sites examined served their own base front page, with the CD networks being used for graphics, and in the case of one site a style sheet.  The download time of the base front page is extremely important in that it contains all the references to the elements which may be served through the CD networks.  If the base front page is slow then the impact of the CDNs is diminished, notwithstanding the fact that on an individual element basis the CD network may perform significantly better than the origin server. 





In the case of several of the sites in the left part of Figure 1, the front page was a dynamic page (e.g. a Microsoft ASP page, or a BroadVision JSP page) which was itself slow to load.  However, the same server served images relatively quickly.  As a consequence, the CD version of the site did not achieve any significant improvement.  In addition, several of these sites used re-directs to take a browser from the basic site name (e.g. http://www.e-insights.com/) to the actual ‘dynamic page’ (e.g. http://www.e-insights.com/cgi-bin/index.jsp ) sometimes using more than one re-direct.  These re-directs take place before any content is loaded and cannot benefit from the use of CDNs.





It should be noted however, that in the larger scheme of things, having the images served via the CDN would reduce load on the origin server thereby allowing the ASP or JSP or other dynamic page to (hopefully) serve more quickly for everyone.  Obviously in these cases, improving the service time of the front page, by improving the dynamic code, or by periodically publishing a ‘static html’ version of the page or server side caching, and eliminating the ‘re-directs’ would provide more benefits across the board than did the use of a CDN.





Page Size and Complexity


A site comprising of small pages (in terms of the amount of graphics etc. required to render the page) have less to gain from the use of CD.  One of the differentiating factors for those sites towards the right in Figure 1, i.e. sites that achieved significant benefits, is that they used CD consistently for most of their images.  While this may seem obvious, several of the sites in the middle of Figure 1 used CD for less than half of their images and served the others themselves – without any apparent reason.  If you are going to use CD then use it consistently and thoroughly.





Figure 2 shows that, for those sites which get significant benefit from the use of CD (”High”, with Low and Medium referring to those sites which get little and medium benefit respectively from CDNs), there is a relationship between how much benefit they get versus how much of their content is distributed by the CDN – as would be expected.  Take away from Figure 2 also that if CD is not being used properly, ( “Low”) then the amount of content served via the CDN has little if any impact on performance.





�EMBED Excel.Chart.8 \s���Figure 2: Effect of percent of content via CDNs on overall speedup.





Origin Site Infrastructure Quality


If the origin server itself is “very good” then there is less benefit from CDNs - as can readily be seen from Figure 3.  In Figure 3, the site ordering is the same as in Figure 1, i.e. sites the more benefit a site receives from the use of CDNs the further to the right the site is located. Note that in Figure 3, the average throughputs of those sites on the left is considerably higher than those on the right – with or without CD.





�EMBED Excel.Chart.8 \s���Figure 2: Average throughput via T1 access.





Keep in mind of course that there is a cost associated with the provision of such infrastructure.  The use of CDNs may represent a more cost effective approach to delivering performance.





Averages & Variances


As indicated above, sites can achieve a very substantial improvement in average performance by using CDNs.  In addition, the variance of the measurements (i.e. how variable was the user experience – are some really fast balanced against some really slow, or are the majority of experiences around the average) is important to look at.  Variance is important because if the variance can be reduced the user experience will be more uniform in which case site operators can better program to that experience.





�EMBED Excel.Chart.8 \s���Figure 4: Page load time variations.





In taking one of the sites that makes good use of CDNs, we have plotted the actual download time samples with and without CD, ordered by download time in Figure 4.  In addition to the substantial drop in average time, the variability is also much reduced.  Based on the data in Figure 2, 20% of the ‘experiences’ using the CD network resulted in the download time being within 30% of the average (in this case being between 3.6 and 6.7 seconds) while in the case of the noCD pages, less than 10% were within the +/-30% window (in this case 10.9-20.3 seconds).  The reduction in variance is an additional significant benefit of the CDNs.








What about dial-up ?


While commercial site measurement services are primarily based on high speed access (T1 and above), not all site visitors have access to such connectivity.  Given the fact that most Internet traffic occurs during normal working hours, it is likely the case that for many sites T1 performance measurements are representative.  However, for those sites for which dial-up access constitutes a significant fraction of traffic – how does CD affect the experience of dial-up users ?





The same measurement process performed in the case of T1 access was performed for both 28.8 and 56K dial-up.  All measurements were made through the same dial-up access provider, although measurements were made from several different locations.  
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Figure 5: Effect of CD on Download Time – 28.8 dialup connection.





Figures 3&4 show the impact of content distribution when accessing the Internet via a 28.8 and 56K dial-up modem connections respectively.  In both these cases, the average download time with CD versus without CD was virtually indistinguishable.





�EMBED Excel.Chart.8 \s��� Figure 6: Effect of CD on Download Time – 56K dialup connection.





Several issues detract from the potential benefits of CD in this case.  Firstly, since the actual ‘last mile’ data rate is so constrained, it becomes the major bottleneck in serving pages – having faster servers on the other side of the bottleneck provides no benefit to the end user.  Secondly, dial-up networks sometimes assign a client to a DNS server independently of where that client is actually connecting from.  Since CDNs may assign ‘close servers’ based on the assumption that close to the DNS server making the request� is close to the client – you can end up with a CD server that is in fact further from the client than the origin server is.  Thirdly, acting to mitigate any improvement is the fact that more name resolutions may be needed to load a CD page than a non CD page – introducing additional delays since in the case of low speed dial-up, DNS resolution itself is significant.





Given the number of variables involved in evaluating dial-up performance (the ISP, the modem type and speed, the line quality, usage from a single location vs. travel usage), the measurements results presented above represent a small sample.  While we believe that these results are generally valid�, any site operator for whom dial-up performance is a serious consideration would be well advised to investigate this issue within the context of both the specific CDNs they are considering and the major sources of their dial-up traffic.


What about pages other than the Front Page ?


The discussion above was based on the download time of the front page at the sites examined.  In order to look at the impact of CDNs on pages deeper in sites, a process of pulling the front page, and all pages on that site reachable by clicking on the front page (which we shall refer to as a 1-deep scan).  1-deep scans were performed on three sites, one each representing those sites which achieved low, medium and high benefits from the use of CDNs.





Before this discussion, it is important to recognize that the front page of a site is special in several ways:


If the front-page is too slow, the visitor may simply leave the site before even passing the threshold.


The front page is always one of the most viewed, if not the most viewed, page on a site.


Many of a site’s ‘graphical elements’ are first encountered on the front page and then re-used (from the browser’s cache) on internal site pages (logo’s backgrounds, etc).


Measurements and outside reporting on site speed tends to be based on the front page of sites.


Site senior management frequently have the ‘front-page’ set as their default browser home page.  This means that they are acutely aware of the front-page performance – much more so than they are aware of internal page performance.  





Figure 8 shows the relative speedup achieved while downloading the front page and then performing a 1-deep scan, for three sites, one representative each from sites that were low, medium and high in the benefits they achieved from CDN usage on their front page.  It is not surprising that the relative improvement drops off – this would be expected because of point (iii) above.  What is surprising in Figure 8, is that in both the low and high cases, the usage of CDNs actually caused poorer performance on the 1-deep scan.





As was mentioned earlier, one of the reasons some sites failed to significantly benefit from CDNs was because the needed large numbers of additional DNS references.  This affect was dramatically emphasized in the case of the site shown on the left in Figure 8, in which almost eighty� additional DNS resolutions were required.  This affect also occurred to a lesser, although still significant extent (22 additional), in the case of the site shown on the right in Figure 8.





The additional DNS resolutions alone however do not explain the extent of the drop for the site on the right in Figure 8.  What did transpire to be the more significant issue in this case was that there were numerous instances in which the same resource reference was ‘distributed’ across several different CDN servers (i.e. the server names were different).  This resulted in the same resource being loaded several times since there is no way for a browser to ascertain that these different references are in fact all referring to the same graphic. So, while the CDN version of the site loaded individual elements more rapidly, it actually required the loading of a significant amount of redundant data.  Again, the comments in footnote 6 apply here.  





�EMBED Excel.Chart.8 \s���Figure 8: Download time improvements front-page vs. 1 deep scan.





The final contributing factor to the performance degradation is that the percentage of content which was distributed via CDNs, versus what could have been (based on the assumption that graphics could be distributed) drops off when you leave the front page of sites.





Figure 9 shows for each of the sites considered, the percentage of site content which is served via the CDN on the front page, followed by the same percentage when a 1-deep scan, followed finally by the percent of ‘image’ content in the 1-deep scan.  The percent of images can be used as a proxy for the amount of content which could� be served via CDNs.  Figure 9 shows two things, firstly that the usage of the CDNs drops off significantly once one moves off the front page, and secondly, that the drop-off is not unavoidable – there is a large amount of content which could be served via the CDN.





�EMBED Excel.Chart.8 \s���Figure 9: Percent content distributed front-page vs. 1 deep scan.





Error Rates


One concern which has been raised about the use of CDNs is that they would introduce additional sources of failure.  It is a tenet of complex systems that the introduction of more elements into a system increased the number of failure modes, and so in and of itself, is likely to increase failure rates.  Additional elements have to be added in such a way that the additional error modes are more than compensated for by additional redundancy.  In this case, the additional servers and processes involved in the CDN could be expected to increase the overall error rates associated with sites.





In examining the error rates with and without the use of CDNs, it was observed that in the case of dial-up connections, the error rates with/without CDNs were equal.  In the case of T1 access, the error rate with the use of CDNs was 0.1% versus a rate of 0.4% when CDNs were not used.  While the introduction of CDNs does increases the number of failure modes, they are simply more reliably able to serve content than some of the origin sites – thereby reducing overall error rates.





Conclusion


CDNs can make a very significant improvement in site download time when the site visitor is accessing the Internet via a high speed connection.  The usage of CDNs do not measurably impact the experience of site visitors on dial-up connections.  





It is also apparent from the data presented above that poor site design/implementation, and maintenance practices cannot be overcome by the use of CDNs, in fact in some situations, the poor use of CDNs on a poorly maintained site can in fact significantly degrade performance.  





The last point worth mentioning is the extent of the apparent focus on improving the front-page performance & the relative lack of attention past that.  To the extent this is a considered business decision, then there is no issue.  However, it is also possible that this is an artifact of the industry standard monitoring systems – i.e. the performance of sites is being optimized with respect to the reporting systems not the end user experience – and the former is a poor proxy for the latter.





The observations forming the basis for this report clearly show that the use of CDNs can have a very significant improvement to the end user experience – including the reduction of errors.  It also shows however that CDNs are not being used properly in many cases, even where they are being used properly, their use appears to be overly constrained (images only).  Developers of new sites, or those involved in the re-design of existing sites should consider the usage of CDNs from the beginning as part of the basic site architecture so that the benefits they are capable of delivering are fully exploited.
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� Internet Performance – A Quantitative Analysis, November 2000.  Available at http://www.e-insights.com.


� DNS – Domain Name Service – the mechanism by which server names (e.g. wwww.e-insights.com) are mapped to Internet Addresses e.g. 209.10.106.30) .


� These were sites which use CDNs themselves as opposed to the tangential use of CDNs as the result of serving ads which go through a network using CDNs.  This latter situation appears to be very common.


� The assignment of a CD server to a client is brokered through the DNS process – at which time the only information the CD network has concerning the client is the DNS server it is using.


� For example, in the case of 56K data – the throughput rates achieved, with or without CD, were well over 80% of the maximum theoretical capacity of these modems.


� As mentioned previously, this does not appear to be any requirement of the CDN, rather an artifact of a poor approach to making use of them.


� Obviously, many types of content could in theory be served via CDNs.  However, in practice the vast majority of content distributed via CDNs is comprised of images.
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